
AS 2777.2—1990
ISO 7498-2: 1988

Australian Standard

Information processing systems—
Open Systems Interconnection—
Basic reference model

Part 2: Security architecture



This Australian Standard was prepared by Committee IT/1, Information Systems —
Interconnection. It was approved on behalf of the Council of Standards Australia on
14 August 1990 and published on 12 November 1990.

The following interests are represented on Committee IT/1:

Aussat

Australian Association of Permanent Building Societies

Australian Bankers’ Association

Australian Bureau of Statistics

Australian Committee of Directors and Principals

Australian Computer Equipment Manufacturers Association

Australian Computer Society

Australian Computer Users Association

Australian Computing Services Association

Australian Information Industry Association

Australian Vice Chancellors Committee

CSIRO, Institute of Information and Communication Technologies

Department of Defence

Department of Industry, Technology and Commerce

Information Exchange Steering Committee

Life Insurance Federation of Australia

OTC

Public Service Board, N.S.W.

Telecom Australia

Additional interests participating in preparation of Standard:

Computer consultants

Review of Australian Standards.To keep abreast of progress in industry, Australian Standards are subject
to periodic review and are kept up to date by the issue of amendments or new edit ions as necessary. It is
important therefore that Standards users ensure that they are in possession of the latest edit ion, and any
amendments thereto.

Full details of all Australian Standards and related publications wil l be found in the Standards Australia
Catalogue of Publications; this information is supplemented each month by the magazine ‘The Australian
Standard’, which subscribing members receive, and which gives details of new publications, new edit ions
and amendments, and of withdrawn Standards.

Suggestions for improvements to Australian Standards, addressed to the head office of Standards Australia,
are welcomed. Notif ication of any inaccuracy or ambiguity found in an Australian Standard should be made
without delay in order that the matter may be investigated and appropriate action taken.



AS 2777.2—1990

Australian Standard

Information processing systems—
Open Systems Interconnection—
Basic reference model

Part 2: Security architecture

First published as AS 2777.2—1990.

PUBLISHED BY STANDARDS AUSTRALIA
(STANDARDS ASSOCIATION OF AUSTRALIA)
1 THE CRESCENT, HOMEBUSH, NSW 2140

ISBN 0 7262 6522 5



2

PREFACE

This Standard was prepared by the Standards Australia Committee on Information Systems —
Interconnection. It is identical with and has been reproduced from International Standard
ISO 7498-2: 1988, Information processing systems — Open Systems Interconnection—Basic
Reference Model— Part 2: Security Architecture.

The Standard is one of a series of Open Systems Interconnection (OSI) Standards which are
currently under development. Since OSI Standards are developmental, there may be some minor
difficulties encountered in their implementation. For this reason, Standards Austral ia will be
providing a limited interpretation service to coordinate and disseminate information concerning
difficulties which are identified in using this Standard.

Under arrangements made between Standards Austral ia and the InternationalStandards Bodies,
ISO and IEC, as well as certain other Standards organizations, users of this Austral ian Standard
are advised of the following:

(a) Copyright is vested in Standards Australia.

(b) The number of this Standard is not reproduced on each page; its identity is shown only on the
cover and title pages.

For the purpose of this Austral ian Standard, the text of the ISO Standard given herein should be
modified as follows:

(i) Terminology The words ‘Austral ian Standard’ should replace the words ‘International
Standard’ wherever they appear.

(ii) References The references to International Standards should be replaced by references to
Australian Standards as fol lows:

Reference to International Standard

ISO
7498 Information processing systems—

Open Systems Interconnection —
Basic Reference Model

7498-4 Information processing systems—
Open Systems Interconnection —
Basic Reference Model —Part 4:
Management framework

7498/Add 1 Information processing systems—
Open Systems Interconnection —
Basic Reference Model —Adden-
dum 1: Connectionless-mode
transmission

8648 Information processing systems—
Open Systems Interconnection —
Internal organization of the
Network Layer

Australian Standard

AS
2777 Information processing systems—

Open Systems Interconnection —Basic
reference model

2777.4 Information processing systems—Open
Systems Interconnection— Basic
reference model — Part 4: Management
framework

2777 Supp1 Information processing systems—
Open Systems Interconnection —Basic
reference model— Supplement 1:
Connectionless-mode transmission

3662 Information processing systems—
Open Systems Interconnection—
Internal organization of the network
layer

 Copyright STANDARDS AUSTRALIA

Users of Standards are reminded that copyright subsists in all Standards Australia publications and software. Except where the Copyright Act
allows and except where provided for below no publications or software produced by Standards Australia may be reproduced, stored in a
retrieval system in any form or transmitted by any means without prior permission in writing from Standards Australia. Permission may be
conditional on an appropriate royalty payment. Requests for permission and information on commercial software royalties should be directed
to the head office of Standards Australia.

Standards Australia will permit up to 10 percent of the technical content pages of a Standard to be copied for use exclusively in-
house by purchasers of the Standard without payment of a royalty or advice to Standards Australia.

Standards Australia will also permit the inclusion of its copyright material in computer software programs for no royalty payment
provided such programs are used exclusively in-house by the creators of the programs.

Care should be taken to ensure that material used is from the current edition of the Standard and that it is updated whenever the Standard is
amended or revised. The number and date of the Standard should therefore be clearly identified.

The use of material in print form or in computer software programs to be used commercially, with or without payment, or in commercial
contracts is subject to the payment of a royalty. This policy may be varied by Standards Australia at any time.



3

CONTENTS

Page

0 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

1 Scope and Field of Application . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2 References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

3 Definitions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

4 Notation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

5 General description of security services and mechanisms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

5.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
5.2 Security services . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
5.3 Specific security mechanisms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
5.4 Pervasive security mechanisms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10
5.5 Illustration of relationship of security services and mechanisms . . . . . . . . . . . . . . . . . . . . . . . 11

6 The relationship of services, mechanisms and layers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

6.1 Security layering principles . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
6.2 Model of Invocation, Management and Use of Protected (N)-Services . . . . . . . . . . . . . . . . . . 12

7 Placement of security services and mechanisms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

7.1 Physical layer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
7.2 Data link layer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
7.3 Network layer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
7.4 Transport layer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
7.5 Session layer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
7.6 Presentation layer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
7.7 Application layer . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
7.8 Illustration of relationship of security services and layers . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

8 Security management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

8.1 General . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20
8.2 Categories of OSI security management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20
8.3 Specific system security management activities . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
8.4 Security mechanism management functions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

Annexes

A Background information on security in OSI . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
B Justification for security service placement in clause 7 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30
C Choice of position of encipherment for applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33



AUSTRALIAN STANDARD 4

Information processing systems —Open Systems
Interconnection—Basic reference model—

Part 2: Security architecture

0 Introduction

ISO 7498 describes the Basic Reference Model for Open
Systems Interconnection (OSI). That part of ISO 7498
establishes a framework for coordinating the development
of existing and future standards for the interconnection of
systems.

The objective of OSI is to permit the interconnection of
heterogeneous computer systems so that useful commu-
nication between application processes may be achieved.
At various times, security controls must be established in
order to protect the information exchanged between the
application processes. Such controls should make the cost
of obtaining or modifying data greater than the potential
value of so doing, or make the time required to obtain the
data so great that the value of the data is lost.

This part of ISO 7498 defines the general security-related
architectural elements which can be applied appropriately
in the circumstances for which protection of communica-
tion between open systems is required. It establishes,
within the framework of the Reference Model, guidelines
and constraints to improve existing standards or to
develop new standards in the context of OSI in order to
allow secure communications and thus provide a
consistent approach to security in OSI.

A background in security will be helpful in understanding
this document. The reader who is not well versed in
security is advised to read annex A first.

This part of ISO 7498 extends the Basic Reference Model
to cover security aspects which are general architectural
elements of communications protocols, but which are not
discussed in the Basic Reference Model.

1 Scope and field of application

This part of ISO 7498:

a) provides a general description of security services
and related mechanisms, which may be provided by
the Reference Model; and

b) defines the positions within the Reference Model
where the services and mechanisms may be provided.

This part of ISO 7498 extends the field of application of
ISO 7498, to cover secure communicationsbetween open
systems.

Basic security services and mechanisms and their
appropriate placement have been identified for all layers
of the Basic Reference Model. In addition, the architectural
relationships of the security services and mechanisms to
the Basic Reference Model have been identified.
Additional security measures may be needed in end-
systems, installations and organizations. These measures
apply in various application contexts. The definition of
security services needed to support such additional
security measures is outside the scope of this standard.

OSI security functions are concerned only with those
visible aspects of a communications path which permit
end systems to achieve the secure transfer of information
between them. OSI Security is not concerned with security
measures needed in end systems, installations, and
organizations, except where these have implications on
the choice and position of security services visible in OSI.
These latter aspects of security may be standardized but
not within the scope of OSI standards.

This part of ISO 7498 adds to the concepts and principles
defined in ISO 7498; it does not modify them. It is not an
implementation specification, nor is it a basis for
appraising the conformance of actual implementations.

2 References

ISO 7498 Information processing systems
— Open Systems Interconnection
— Basic Reference Model.
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